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HOW IT WORKS

Commvault Cloud Platform

Deliver total cyber resilience from a central, cloud-based control plane—no matter where your data lives.

USER EXPERIENCE Unified management

The Commvault Cloud
platform can run in an
organization's private cloud
or in theirs:

PLATFORM SERVICES ? Risk @ Readiness and [ Cyber

Governance Response @ Recovery

Run Commvault Cloud in a

private cloud for full
management of all
infrastructure and platform

services
Al-driven Generative Al
Al CAPABILITIES @@ automation %E% interactions s

Leverage Commvault’s
cloud delivery option for
built-in compliance to

FedRAMP High, FIPS, ISO, Q
NIST, PCI, VPAT, and

more

IMMUTABLE BACKUP DATA cLoup ON PREM

STORAGE AND RECOVERY TARGETS " Sap Q
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Unparalleled Native Support for AWS Services

PROTECT YOUR WORKLOADS OF TODAY AND TOMORROW
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Modern AWS Workload Protection

ENABLING ADOPTION & PROTECTION OF CONTAINERIZED AND CLOUD-NATIVE APPLICATIONS

Amazon EKS containerized applications
| | Kﬁ in region, in Outposts, and on-premises
with EKS Distro.

Amazon Redshift clusters using
cloud-native snapshots.

Amazon S3 buckets and objects, including
optimized cross-region replication.

KR__A
&

Amazon RDS relational databases,
including MariaDB, MySQL, PostgreSQL,
and SQL Server databases

Amazon Aurora relational databases,
including serverless databases.

Amazon DynamoDB & Amazon
DocumentDB NoSQL databases with
cloud-native snapshots.
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HOW IT WORKS - RISK GOVERNANCE

Gain real-time threat insights

i Jobs
@ Reports
B8 Monitoring

Security 1Q

Ti Manage

B workfiows

© Web console

Security 1Q dashboard

Security posture score ®

@ Controls activated: 5/8

VIEW YOUR SECURITY POSTURE

Latest audit events

o DRTest\admin

DRTest\admin

min

REVIEW FULL AUDIT TRAIL

Qct 1,202

1,08

ct 1, 2021, 07:15:50 PM

3:46 PM

63% Anomalous conditions

0

All clear!

@ Anomalous conditions include anomalous job run times,

offline servers, and other anomalous events.

Operation
Update Storage Policy Copy Properties

mmediate Job Submitted

and recommendations

Unusual file activity

1

@ Currently monitoring endpoint and file servers.

Details

Storage Pool: AWS_Storage Storage Policy Copy: AWS_Sto

Run Task Options Options Added Option 1D $et 10{120015)

all entities ‘Selected Schedules Added Schedule Schedule

Client: Azurelndia Applicatios

Client: Azureindia Applicatios

5

v itemsperpage 1-5of 131items

Evaluate and continuously
improve backup security
stature

Gain real-time viability into
critical events, anomalous
activities, and vulnerabilities

Make informed recovery
decisions to exceed SLA
objectives
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ARCHITECTURE

Backup & Archive to Amazon S3

ON-DEMAND, MASSIVELY SCALABLE STORAGE FOR NEAR-TERM, LONG-TERM OR DISASTER RECOVERY PURPOSES.

FEE
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Corporate data center

VSA R
Mﬁ
)

Commvault

Backup copy
(optional)

AWS Snowball
(optional)

@’P oror@

AWS Direct VPN
Connect gateway

Internet

--+% Backup

Archive

Amazon S3
* S3/S-IA/0OZ-1A

* Reduced Redundancy

* Intelligent Tiering

Amazon S3 Glacier
* Instant Retrieval

* Flexible Retrieval
» Deep Archive
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Disaster Recovery
on Demand at Scale

Optimize data availability and
minimize costs with the on-demand
scale of Amazon EC2

@ Commvault

Easily adopt AWS as a secondary
location for DR

Simplify operations with no data
centers or hardware to maintain.

Meet RTOs with customizable
replication options

Nearly instant recovery of
applications

Accelerate recovery with EBS Direct
API integration

Warm site capabilities to reduce
compute consumption
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ARCHITECTURE

Workload Migration

ON-PREMISES & CLOUD RESOURCES SEAMLESSLY ORCHESTRATED INTO AWS SERVICES

Corporate data center

Commvault

AWS Snowball

% % (optional)

AWS Direct VPN Internet
Connect gateway
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Amazon S3 Amazon S3 Glacier
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ARCHITECTURE

Cloud Native Protection

SIMPLIFIED PROTECTION FOR APPLICATIONS, DATABASES, CONTAINERS RUNNING ON AWS SERVICES

Corporate data center

FEE
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On-prem recovery if necessary

AWS Direct VPN Internet
Connect gateway

AWS Cloud

Availability Zone
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Commvault EC2 EKS Database Elastic Elastic
Access Node Instances  Apps Instances Block Store File System
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Deduplication & Better price-performance
compression reduces data leveraging AWS Graviton &
Commvault and AWS stored by up to 95%. Amazon Linux

Value Proposition

2
ST 5

Elastic resource provisioning  Easy adoption of lower
& dynamic infrastructure cost storage that still
slash compute requirements  meets recovery SLAs
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Thank You
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