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Security Challenges
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Why Next-Generation Firewalls are needed in the Cloud

NGFW provides the next layer of workload 
inspection for potential malware or 
threats, and can block malicious 
connections

Outbound Connections
When connections to the Internet are 
allowed, customers are at risk of misuse 
with acts such as crypto-mining, 
command-and-control, and data 
exfiltration

While WAFs secure HTTP connections, 
inbound connections protected by an 
NGFW block attackers from exploiting 
vulnerabilities while you work on 
patching

Unknown and Unpatched 
Vulnerabilities
Unknown vulnerabilities (example Log4J) 
and unpatched vulnerabilities are able to 
be exploited by attackers before updates 
become available.

NGFW enables a Zero Trust strategy by 
protecting inbound connections from the 
Internet, as well as connections from 
other applications

Lateral Movement
Applications connected to the internet 
may be penetrated by a threat and then 
spread laterally to compromise other 
applications.

Risk: How Does NGFW Address This Risk?
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Enterprises Need: Best-in-Class Security + Cloud Native Ease of Use
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Layer 7 Firewall controls traffic at the 
application layer

Best-in-Class Security

Real-time updates protect against the latest 
threats

ML-powered threat prevention protects 
against zero-day attacks

Network Security 
Administrator 

Zero maintenance with no infrastructure to 
manage

Cloud Native Ease of Use

Built-in scalability and resiliency

Integration with other AWS services for 
automation of end-to-end workflows

Cloud Security 
Administrator
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Introducing Cloud NGFW
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Best-in-Class 
Security

Built to stop Zero-Day 
threats

Cloud-Native 
Ease of Use

Designed for the way you 
work with AWS

+

Introducing Cloud NGFW for AWS 
Best-in-Class Security Meets Cloud-Native Ease of Use
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Cloud NGFW
Best-in-class NGFW 

delivered as a managed 
cloud-native service for 

AWS

Cloud NGFW | Key Capabilities

Managed cloud 
native service

Deploy in just a 
few clicks

Best-in-class security 

Integrated with AWS 
Firewall Manager
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App-ID  
Reduce the attack surface by 
controlling traffic  based on 

patented Layer 7 traffic 
classification 

Threat Prevention
Automatically stop malware, 

vulnerability exploits, and 
command-and-control

Advanced URL Filtering
Prevent known and day zero 

web-based attacks and 
control web traffic with URL 

categories

Cloud NGFW Best-In-Class Security
Built to Stop Zero-Day threats
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Infrastructure as 
Code (Iac) Capabilities

Command 
Line

Interface*

Cloud 
Formation 
Template

Software 
Development

Kit*

Application 
Programming 

Interface
Terraform 
Provider

Cloud NGFW | Integrates into the way you work with AWS today

FIRST 3rd party to 
integrate with AWS 
Firewall Manager

* AWS Firewall Manager only
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Cloud NGFW | Delivered as a Managed Cloud Native Service

Infrastructure 
Management

Security
Management

*Optional. All customers must use Cloud NGFW management 

Customer 
Responsibility

Create firewall 
rules

Route traffic to 
endpoint

Manage using AWS 
Firewall Manager*

Cloud NGFW
Cloud native NGFW

Automatically 
deploy firewalls and 

dependencies

Continuously 
update firewalls 

with threat 
signatures

Automatically scales 
with traffic up to 

45 Gbps

Highly Resilient (99.99% 
SLA)
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Cloud NGFW for AWS | Region Availability
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Available Now:
● us-east-1 (N. Virginia)
● us-east-2 (Ohio)
● us-west-1 (N. California)
● us-west-2 (Oregon)
● ca-central-19 (Canada Central)
● eu-central-1 (Frankfurt)
● eu-north-1 (Stockholm)
● eu-west-1 (Ireland) 
● eu-west-2 (London)
● eu-west-3 (Paris)
● eu-south-1 (Milan)
● ap-southeast-1 (Singapore)
● ap-southeast-2 (Sydney)
● ap-northeast-1 (Tokyo)
● ap-northeast-3 (Osaka)
● ap-northeast-2 (Seoul)
● ap-south-1 (Mumbai) 
● sa-east-1 (São Paulo)
● af-south-1 (Cape Town)
● ap-east-1 (Hong Kong)
● ap-southeast-3 (Jakarta)
● me-south-1 (Bahrain)

Latest updates here

https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/getting-started-with-cloud-ngfw-for-aws/supported-regions-and-zones#idf199653d-b458-4967-97b3-622de90b1daf
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Cloud NGFW for AWS | Marketplace Listings

GET STARTED HERE!
Provides 15 day free trial and pay-as-you-go 

pricing

SAVE MONEY!
Get discounted pricing on a long-term 

commitment

*Contact your sales and partner teams for private Offers

SaaS Subscription (Pay-As-You-Go) SaaS Contract (Credits)21
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Fundamentals
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Cloud 
NGFW Amazon Cloud 

Watch

Stream traffic and threat 
logs

Amazon S3

Amazon Kinesis

Built-in 
life cycle 

management

Zero Maintenance

Native Logging

Integrated Management

NEW

AWS Services Integration

AWS Secrets  
Manager

AWS IAM 

Cloud NGFW 
Console 
or API

AWS 
Firewall 
Manager

Cloud 
Formation 
Template

Terraform 
Templates

Built-in 
Scalability and 

resiliency

Amazon 
Marketplace

AWS User

No 
Infrastructure 

to Manage

Cloud NGFW | Fits in with the way you work with AWS
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Cloud NGFW | Components

NGFW Endpoint 
Intercept traffic and route it to NGFW

Source  Destination

Customer VPC

A managed resource that provides NGFW capabilities with 
built-in resilience, scalability, and life-cycle management

NGFW

RuleStack
Defines the NGFW traffic filtering 
behavior, including advanced access 
control and threat prevention
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Customer VPC

Cloud NGFW | Delivered using AWS Gateway Load Balancer

Palo Alto Networks VPC

AWS Gateway
Load Balancer

AZ-B
Auto 

scaling
...

AZ-C
Auto 

scaling
...

AZ-A
Auto 

scaling
...

NGFW
A fully managed cluster of 

VM-Series front ended by AWS 
Gateway Load Balancer and 
provided to customers as a 

resource

NGFW Endpoint
(AWS Gateway

Load Balancer Endpoint)

Source Destination

NGFW Features
● Auto scaling
● Fault tolerance
● Transparent insertion into 

customer VPC
● Cost of GWLB is included in 

the Cloud NGFW price

Built

Note: Customers have to pay AWS for each Cloud NGFW (a.k.a GWLB) 
endpoint that they would use in their AWS account(s).

NGFW
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AWS Firewall Manager and Cloud NGFW integration

Centrally deploy Cloud NGFWs 
across VPCs and AWs accounts

Hierarchical Rule enforcement

Dashboard with Compliance 
notifications
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Roles and Permissions
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Cloud NGFW | Roles and Permissions

Roles Permissions

Tenant Administrator ● Add AWS Accounts
● Invite users and assign roles

Global Firewall Administrator ● Create NGFW resources

Global Rulestack Administrator ● Create a global rulestack

Local Firewall Administrator ● Create NGFW resources

Local RuleStack Administrator ● Create Local rulestacks
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Cloud NGFW Console
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Create RuleStacks
with Rules

Create NGFW
and Endpoints Specify Logging OptionsOnboard AWS account to

the Cloud NGFW tenant

Configure using Cloud NGFW Console

21

1

NGFW

2 3 4

RuleStack

NGFW Endpoint
Amazon CloudWatch

Amazon S3

Amazon Kinesis



© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Cloud NGFW Console

22

Create Rule Stacks and Rues

Deploy Cloud Firewalls and Endpoints

Add AWS Accounts

2

3

1



© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Firewall Manager
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Deploy and Manage Cloud NGFW

24

● Subscribe to Cloud NGFW Service from AWS Firewall Manager
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Choose Policy Type and Region

25
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Describe Policy In FMS

26
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Configure Distributed Endpoints

27
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Define Policy Scope

28
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Security Model
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Rulestack

A Rulestack includes a set of security rules, associated objects, and profiles 

● Objects 

A security rule object is a single object or collective unit that groups discrete identities such as IP addresses, fully-qualified

domain names (FQDN), intelligent feeds, or certificates.  Objects can only be applied to a single rulestack

● Security Rules

Security rules determine whether to block or allow a session based on traffic attributes, such as the source and destination IP address, 
source and destination FQDNs, or the application

● Security profiles

Security profiles help you define an allow but scan rule, which scans allowed traffic for threats, such as viruses, malware, spyware, and 

DDOS attacks. 

* Rulestacks cannot be shared between multiple AWS regions
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Protected VPC

Availability Zone A

Firewall Subnet  Protected Subnet

● Local Rulestack 
○ A Local Rulestack consists of local rules. As a local AWS account 

administrator, you can associate a local rulestack (with local rules) to an 
NGFW resource in your AWS account

● Global Rulestack
○ As an AWS Firewall Manager administrator, you can author and enforce a 

global rulestack on all NGFW resources in your AWS organization

Security Components

Global RuleStack

NGFW

NGFW EndpointDestination

RuleStack

Local RuleStack
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App-IDSecure Traffic With Application-Based Control

● Move from port to application based policy

● Gain Unprecedented Application Visibility 

● Reduce the surface area of cyber attacks 
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Programmatic Access
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Enable Programmatic Access

34
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Infrastructure as Code (IaC) Capabilities

Command Line
Interface*

Cloud Formation Templates

Software Development Kit*

Application Programming 
Interface

Terraform Provider

* AWS Firewall Manager only
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Panorama Integration
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Cloud NGFW | Fits the Way Your NetSec Teams Work 

Local Management

 

Cloud 
NGFW

Cloud NGFW 
Console 
or API

Cloud 
Formation 
Template

Terraform 
Templates

Amazon 
Marketplace

Centralized Management

Panorama

Network 
Admin

Security 
Admin

NGFWs Shared Rules, 
Objects, Profiles

Stream traffic and 
threat logs

AWS Firewall 
Manager

Cortex Data Lake

+
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Cloud NGFW for AWS | Panorama Integration

AWS Region 1

CDL Region
Policy 
Mgmt

Shared Rules, 
Objects, Profiles

Query Logs

Stream Logs

Cortex 
Data 
Lake

AWS Region 2 AWS Region X

On-Premises/Cloud
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Thank You
paloaltonetworks.com
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